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Polling Question

Do you and your leadership team know your current level of 
cybersecurity maturity? 

a) Yes, we have used the CANSO SoE maturity model

b) Yes, we have used a different maturity model

c) We have a rough idea based on expert judgement

d) No, but we plan to assess our maturity soon

e) Don't know



Polling Question

For you as an organisation, how important is the level of 
cybersecurity maturity of your suppliers for supplier 
selection?

a) It is an essential criterion

b) It is one of many criteria

c) Not important as our own cybersecurity processes are mature

d) Don't know
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• Increased sharing of information in an open systems ATM 
architecture 

• Use of commercially available IT and network infrastructure 
products, transition away from legacy systems

• Greater attack surface and consequences are significant
• Safety

• Financial

• Reputational

• Regulatory Compliance

Need for Cybersecurity



• Unintentional
• Human behaviour

• Weaknesses in processes (operating and maintenance)

• Equipment Failure

• Intentional
• Targeted attacks (insider led)

• Non-targeted attacks (virus/worm/malware)

Potential Threat Sources



• What
• Maturity model based approach focusing on key functions and 

elements within each function critical to cybersecurity

• Who is it for
• Senior management including Chief Information Security Officers 

(CISOs) and/or cybersecurity managers

• Benefits
• Highlights the critical elements of cybersecurity based on industry 

expertise specific to ATM

• Allows comparison

• Non-prescriptive and is flexible to accommodate different levels of 
cybersecurity risk exposure

• Broad basis from across safety-critical industries not just ATM

Excellence in Cybersecurity



SoE Maturity Levels



Polling Question

What are the key area(s) of concern from a cybersecurity 
perspective within your organisation?

a) Lack of leadership and governance

b) Level of cybersecurity maturity within our supply chain

c) Weak identity management and access control

d) Ability of our staff to detect and respond to cyber threats

e) None of the above – please add to question pane



Leadership and Governance

Information Security Management System

Asset Management

Risk Assessment

Information Sharing

Supply Chain Risk Management

Identity Management and Access Control

Human-Centred Security

Anomalies and Events

Protective Technology

Response Planning

Mitigation

Recovery Planning

What are the key elements?



Some more detail

Leadership and Governance

• Demonstrate leadership and commitment

• Clear understanding of cybersecurity vulnerabilities

• Management of cybersecurity risks and setting objectives/priorities

Supply Chain Risk Management

• Appropriate processes and policies in place to manage supply chain risk

• Appropriate levels of trust between commercial partners

• Applies to commercially acquired information and technologies 



Some more detail

Identity Management and Access Control

• Identification, authentication and authorisation

• Access to physical and logical assets is limited to authorised users only

• Access is managed consistent with the risk of unauthorised access

• Proper separation of duties is key to ensure that conflicts of interest don‘t arise

Human-Centred Security

• Development of positive security culture (attitudes, behaviours and set by example)

• Provision of appropriate cybersecurity awareness and training

• Recognition that people form a key defence against cybersecurity threats from both a 
prevention and recovery perspective
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• Assessment of maturity level against each element is 
supported by probing questions for ANSPs and suppliers

Leadership and Governance



Supply Chain Risk Management



Human-Centred Security



Example Assessment Results



• Identify gaps

• Set priorities

• Build a 
roadmap for 
improvement

How to Use the Results



• Yes, but
• It is aimed at ATM – so it is relevant for us it aims to focus on 

security in a safety-related context

• It provides an end-to-end cybersecurity assessment of your 
organisation including your supply chain

• It is very simple and a self-assessment should be possible in less 
than a day

• It contains lessons learned from our industry

Yet Another Maturity Model? 



• Leadership and Governance
• Combine safety and security, stress that security vulnerabilities can 

undermine the safety of operations,…

• Supply Chain Risk Assessment
• Educate purchasing department, evaluate suppliers, be aware of 

costs, adapt requirements for suppliers, let cybersec professionals 
communicate directly,…

• Human-Centred Security
• Draw lessons from a more mature group, e.g. safety, add 

cybersecurity training to onboarding, regularly refresh training,…

Lessons Learned
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Polling Question

Do you think you will apply this SoE to your own organisation?

a) No, we have already applied another model or approach

b) It would require clear management endorsement

c) Yes, as it seems simple and effective

d) Don't know



Polling Question

Do you think you will apply the SoE to your suppliers?

a) No, we rate our suppliers based on other criteria

b) It would require clear management endorsement

c) Yes, but we would let them self-assess themselves

d) Yes, but we would probably assess them ourselves

e) Don't know



Polling Question

The Cyber Risk Assessment Guide was last published in 
2014. In your opinion, what should the scope of update be:

a) I am not aware of/I have not read the document

b) It is acceptable in its current form

c) It is too high-level and requires more detailed guidance

d) None of the above, please add comments to question pane
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Visit us: 

canso.org

Thank you


